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ABSTRACT
Edge computing promises to bring computation close to the end-

users to support emergent applications such as virtual reality. How-

ever, the computational capacity at the edge of the network is cur-

rently limited. To become a pervasive paradigm, edge computing

needs highly dispersed decentralized deployments, that, contrary

to cloud, cannot benefit from economies of scale. In this situation,

crowdsourcing appears attractive – there are plenty of computing

devices at the disposal of the general public, and these devices are

located exactly where computing power is needed the most – at

the edge of the network. Crowdsourcing has been a success maker

for scientific computing projects, e.g., SETI@home, or distributed

ledger systems empowering decentralized finance. However, as of

now, there is no crowdsourced system that addresses the needs

of edge computing. In this position paper, we aim to identify the

causes of this shortcoming, analyze the potential ways to overcome

it, and outline future directions.

CCS CONCEPTS
• Networks → Cloud computing; • Information systems →
Crowdsourcing.
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1 BACKGROUND & MOTIVATION
Edge computing, initially introduced via cloudlets [27], was primar-

ily aimed to reduce the latency that end-users of computationally-

limited devices experienced while accessing the cloud. Later, with

the proliferation of Internet-of-Things (IoT), fog computing [6] was

introduced to enable on-site aggregation, preprocessing, and data

analysis for IoT flows. Currently, edge computing is a commonly-

used term to denote an enabling technology for applications with

stringent latency requirements, as well as for IoT. In the latter

case, the motivation is to save the network and cloud from being

overwhelmed by raw data flows and preserving user privacy.

As cloudlets were introduced already in 2009 with a strong inter-

est in research and industry in the intervening years, it would be

logical to assume that edge computing would already be in wide-

spread use today. Unfortunately, in practice, application developers

rely only on the capabilities of the handheld device itself on the one

end and the cloud on the other. There is usually nothing but the

network between these two. To change the situation, there is a need

for in-network computing resources, which should be deployed at

the edge, preferably.

Initiatives from the industry, such as Multi-access Edge Com-

puting (MEC), imply installing edge servers in the proximity of

telecommunication masts. Also, cloud providers are addressing the

issue by establishing new facilities closer to their users [2, 19, 22].

Although many of the above plans are likely to be realized in

the near future, we see that crowdsourcing would complement

these initiatives and enhance edge computing further. The main

reason is the fact that computing devices at the disposal of the

general public are exactly where they are needed the most — at

the edge of the network. In the best possible case, clients would

have a direct connection to them, avoiding the so-called last mile,

often responsible for the significant fraction of network delay as

recent measurement studies show [9, 23]. Also, in areas with the

dense deployment of cloud datacenters, in-network edge would

give mostly minor improvements [10].

Crowdsourcing has been a success driver in numerous initiatives

and large-scale projects: Berkeley Open Infrastructure for Network

Computing (BOINC) [1] and Folding@ho-

me [13], powering up decentralized finance [33]; enabling Peer-to-

Peer (P2P) networks [4, 16, 18]. However, so far, crowdsourcing
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has not been playing any remarkable role in the development of

edge computing, despite the obvious benefits it would bring. Al-

though there are fully functional systems, they all suffer from poor

crowd engagement: e.g., compare less than 1K nodes of Edge Net-

work [12] to 700K machines in BOINC, providing 28.608 PetaFLOPS

of computing power [5].

We see twomajor issues affecting the emergence of decentralized

crowd-driven edge computing. First, the lack of a trusted coordi-

nating platform, e.g., running networked services poses significant

security threats for peers participating in general-purpose crowd-

sourced computing, involving legal responsibility in the worst-case

scenarios. Second, there is no “big idea” backing edge computing,

such as a search for extraterrestrial life, folding proteins, or cre-

ation of non-inflationary currency. In this position paper, we sketch

multiple paths to overcome these issues or pose open questions for

the community when there is no clear way forward.

The Big Three. The major cloud and client OS providers, Google,

Microsoft, and Apple, have the potential to become game-changers

for crowdsourced edge platforms. First, edge computing has always

been intended to operate in strong coupling with the cloud [24],

containing pre-stages of computation, so tight integration between

the two is vital. Also, the reality is that the bulk of applications

and services reside in the cloud today. Second, cloud and platform

providers have control over the lion’s share of end-user devices:

over 70% of smartphones use the Android operating system de-

veloped by Google, the rest is dominated by Apple’s IoS [29]. Of

desktops, over 87% use Microsoft’s Windows, and nearly 10% of the

rest – Apple’s Mac OS [25]. Google’s Chrome OS is also gaining

share. Third, cloud providers know the identities of their tenants

and have legal agreements with them. Thus, the following chain

of trust can be established: crowdsourcing peers – cloud providers

– cloud tenants. Therefore, tenants can expand their applications

to the edge via cloud providers, and the owners of the devices par-

ticipating in the crowdsourcing can trust these applications since

misbehaving tenants will be held legally responsible due to their

agreements with the cloud providers. Additionally, there are vir-

tualization and containerization technologies to protect end-user

devices, as well as Trusted Execution Environments (TEEs) to guard

tenants frommalicious crowdsourcing peers. To summarize, partici-

pation of the general public in crowd-driven edge computing might

be made as easy as selecting a checkbox in devices’ preferences.

Also, instead of cryptocurrencies, the rewards may come as credits

that can be used in online stores of the big three –Microsoft, Google,

Apple, and possibly other participants.

The scenario we presented above naturally has also downsides.

Namely, the current state of the Internet is already characterized as

“feudalism” [20], and there are notable appeals to revitalize it [3, 21].

Edge computing is seen as a unique opportunity to democratize

the computation [26]. Quite obviously, what we suggest might

appear only to exacerbate the situation. However, there is a positive

side too. To avoid siloing and maximize the coverage of the edge

services, the big three will need to cooperate so that, e.g., Google

could leverage edge devices running Microsoft’s Windows and vice

versa. We believe this can potentially lead to the development of

common standards and practices, eventually enabling the entrance

of the third-party edge providers with cloudlets-like infrastructures,

facilitating the emergence of dynamic edge environments [34].

Distributed Ledger Technologies (DLT). Barely anything has

affected crowdsourcing in recent times more than the introduction

of blockchain and its subsequent evolution into what is now called

by the umbrella term DLT. Practically, every newly introduced

crowdsourced system uses cryptographic tokens to attract peers,

along with techniques like smart contracts to seal the agreements

between parties and handle financial transactions securely.

The success of Ethereum [33], showing peoples’ eagerness to let

their machines run code of smart contracts, has inspired the develop-

ment of a blockchain-driven system targeting general-purpose com-

putation. A number of systems emerged, e.g., Golem [15], iExec [17],

and SONM [28], to name a few, all gathering millions of initial fund-

ing in just a few hours from the enthusiastic public [7, 14, 32].

Nevertheless, despite the ability to attract investment, so far, most

of the blockchain-driven systems have failed to engage decent

numbers of participating peers. Possible reasons for the poor peer

engagement can be the following. First, most of these proposals

are targeting cloud computing. However, such crowdsourced-based

systems cannot benefit from the economies of scale [31], which is

the foundation of cloud computing’s business success. Moreover,

conventional cloud providers win also in technical performance

and robustness: highly optimized network [11] interconnects cloud

servers; also storage can be organized as SAN [30], etc. Second,

general-purpose computation poses much higher security risks as

compared to, e.g., Ethereums’s smart contracts or pre-examined

BOINC tasks, which are executed in isolated environments.

As the lack of economies of scale is inherent to edge computing

due to its scattered deployment model, the problem is surmount-

able by creating systems targeting the edge specifically, like Edge

Network [12]. Also, the above argument shows why drawbacks of

crowdsourced cloud should not discourage crowd-driven edge. The

elevated security risks are a more severe problem, and the solution

here might be an inspection of deployable edge components by

some trusted entities, such as Open Edge Computing Initiative [8].

Future Outlook. The scattered deployment model of edge com-

puting offers a unique opportunity to decentralize the computation.

Utilizing existing computing devices available in abundance at the

disposal of general public, crowd-driven approaches would be more

sustainable than establishing new datacenters. Both DLT and cloud

providers can be the game-changers, removing the technical hin-

drances and security threats. The question remains what would be

the “big idea” that would eventually make edge computing a so-

cially remarkable phenomenon. Willing to support decentralization

financially, people are not yet ready to let their hardware be utilized

by novel platforms. We believe the combination of a viral killer

application along with a technically mature platform will have the

potential for the breakthrough of decentralized edge computing.
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